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ITALY

The two cases
Waiting for the enforcement of the 
General Data Protection Regulation 
(Regulation (EU) 2016/679) (‘GDPR’), 
the two recent decisions issued by 
the Italian data protection authority 
(‘Garante’) provide interesting hints on 
its sanctioning policy. The first fine to 
TIM, which amounted to €800,000, 
followed a complaint submitted by an 
individual about the unlawful processing 
of his personal data in relation to the 
unjustified activation, in his name 
and without his knowledge, of a large 
number of residential telephone lines 
(826) by TIM, which started several debt 

collection actions against the claimant, 
regarding the aforementioned utilities.

According to the decision of the Garante, 
the erroneous activation of telephone 
lines affected many other users and 
spread to other systems, including a 
billing system and a request system for 
the identification of the customers. The 
latter system was considered particularly 
intrusive, being aimed at allowing the 
correct execution of identification 
checks by police and public prosecutors 
(for example, in case of interception 
or acquisition of telephone records). 
Moreover, despite the report sent by the 

claimant, for a long period, TIM did not 
activate any remediation plan in order to 
correct the position of the client and of 
those who were in the same situation.

The second fine issued by the 
Garante, for an amount of €160,000, 
sanctioned TIM for a data breach 
case that took place at the end of 
2013, related to the malfunctioning 
of an authentication system, that led 
to the disclosure to customers that 
were requesting online assistance 
services, of personal information of 
other customers (including telephone 
number, remaining credit, email address, 
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last four digits of the credit card, where 
available). The incorrect matching of 
the users with the relevant information 
had therefore led to a non-authorised 
and illicit communication of personal 
data to third parties (other subscribers 
or persons who are not allowed to 
access such personal information).

The violations
The publication of these two the 
decisions on the website of the 
Garante came on 29 May 2018, four 
days after the date of full enforceability 
of the GDPR. This can be seen as a 
guidance for data controllers and data 
processors - and in particular for those 
processing personal data on a large 
scale - on the criteria that the Garante 
is going to apply with regard to the new 
sanctions provided for by the GDPR.

In this respect, both the decisions 
set out elements that deserve to 
be considered. With regard to the 
identification of the offence, the Garante:

• in the first decision, held applicable 
Article 164-bis(2) of the Personal 
Data Protection Code, Legislative 
Decree No. 196/2003 (‘the Privacy 
Code’), that punishes violations 
committed in relation to a database 
of particular relevance and size, 
with an administrative fine from 
€50,000 to €300,000;

• in the second case, applied Article 
162(2-bis) of the Privacy Code that 
punishes the unlawful data processing 
with an administrative fine from 
€10,000 to €120,000, aggravated 
by the fact that the above mentioned 
illegal communication of personal data 
to third parties concerned a number 
of 80 certain cases, plus a further 
number of cases that could not be 
ascertained in its exact extent; and

• in addition, the Garante held applicable 
Article 164-bis(3) of the Privacy Code, 
which provides that in cases of major 
seriousness and, in particular, of major 
relevance of the offence suffered 
by the data subjects, or when the 
breach involves several parties, 
the minimum and maximum limits 
of the sanctions can be doubled. 

With reference to the second decision, 
concerning a case of data breach, 
and with the perspective of the new 
provisions of the GDPR, it is interesting to 
note the strict application of the sanction 
related to an unlawful data processing, 
as a consequence of the inadequacy 
of the security measures implemented 

by the data controller. Notwithstanding 
the fact that the wrongdoing of TIM 
could not be held intentional, the 
Garante pointed out the negligence 
of the company in implementing the 
security measures required by law. 
To sum up, the Garante ascribed to 
TIM a breach of the accountability 
principle, that any telecommunication 
operator must comply with: the unlawful 
conduct began on 15 November 2013 
and ceased only on 3 January 2014 
and, during this period, a number of 
unauthorised subjects had the possibility 
to access personal data of other users.

The Garante concluded that TIM had 
not provided any element to exclude 
its fault and its liability as regards the 
incident and, as a provider of electronic 
communications services accessible to 
the public, it was required to adopt any 
adequate technical and organisational 
measures in order to prevent any 
possible risk and, therefore, to protect the 
security of its services and of the users.

Quantification of the sanctions
With regard to the quantification of 
the sanctions, according to Article 11 
of the Law No. 689/1981 Modifying 
the Criminal System in relation to the 
application of administrative sanctions, 
the Garante must take into account 
four factors when determining the 
amount of fines (between the minimum 
and the maximum provided by law):
(i) the seriousness of the violation;
(ii) the personality of the offender; 
(iii) the economic conditions 

of the offender; and
(iv) the work performed by the 

agent to eliminate or mitigate the 
consequences of the violation. 

Such criteria are in line with the ones 
listed by Article 83 of the GDPR, 
to be taken into consideration by 
any supervisory authority before 
imposing an administrative fine 
and deciding its amount.  

In its first decision, in order to assess 
the seriousness of the infringement 
and, therefore, determine the amount 
of the administrative fine between the 
minimum and the maximum provided by 
the law, the Garante considered that:

• the illicit data processing had 
involved large databases and 
several data subjects;

• the telephone lines, unlawfully 
activated, had been transferred 
to different systems, including the 

systems for the management of the 
requests of the judicial authorities; and

• TIM, despite the numerous reports 
and the serious elements that should 
have led it to carry out an immediate 
and incisive activity to detect 
anomalies, had not played any active 
role in order to fix the problem.

Therefore, the Garante under 
an objective perspective, 
took into consideration:

• a quantitative element, i.e. the 
number of records and of the 
data subjects affected by the 
unlawful data processing; and

• a qualitative element, i.e. the 
seriousness of the risks for 
the data subjects; and

• under a subjective perspective, 
pointed out the negligent inactivity of 
the data controller, notwithstanding 
its awareness about the problem.

Moreover, the Garante considered the 
personality of the offender, giving due 
regard to the fact that, in the course 
of the years, TIM had been issued 
a number of sanctions in respect of 
infringements of the Privacy Code. 
In addition, the Garante considered 
its economic conditions, and in 
particular its remarkable turnover. The 
only factor able to partially mitigate 
the entity of the sanction was the 
work diligently performed by the 
offender to eliminate or mitigate the 
consequences of the infringement.

On the basis of such elements, the basic 
sanction (from a minimum of €50,000 and 
a maximum of €300,000) was quantified 
in €200,000 euros. However, pursuant 
to Article 164-bis(4) of the Privacy Code, 
a fine can be increased by the Garante 
up to four times whenever the basic 
sanction would be ineffective provided 
the economic conditions of the offender. 
In both cases, the Garante considered 
the economic power and the leadership 
of TIM in the telecommunication sector 
in Italy and held that an increase of the 
sanction was needed. As a result, in the 
first case, it increased the sanction from 
€200,000 to €800,000; and, in the 
second case, from €40,000 to €160,000. 

Such decisions can be read as a 
warning for any operator involved 
in the processing of personal data 
on a large scale and, in particular, 
to the big players operating in the 
telecommunications and internet fields.


